What is the Metamask app?
MetaMask is one of the most well-known browser extensions used to store your Ethereum and other
ERC-20 / ERC-721 tokens (for NFTs, hello cryptokitties !!), but also used to interact with decentralized
web applications ( DApps).
It is therefore a wallet (cryptocurrency wallet) which comes in the form of a free and secure Chrome,
Firefox, Edge, Brave extension. It allows web applications to read and interact with the Ethereum
blockchain or other blockchains like the Binance Smart Chain.

Why use the Metamask.io extension?
There are many wallets for cryptos but not all of them are necessarily supported by decentralized web
applications nor are all very easy for users to learn. As Metamask is the go-to, obviously you won’t have
to worry when you first connect to a DEX (Decentralized Exchange) or any other DApp.
And above all Metamask is open source. So you can check out its code here, and it’s continuously audited
by developers and security researchers around the world. Additionally, Metamask has over 3 million
monthly users (April 2021 figure).
Remember, however, that this is a software wallet, so if you lose the key or your computer is hacked,
you may lose your cryptocurrency. So there are a few things to know about security, but I’ll tell you
about them later.

(Ethereum, Binance Smart Chain…)
Metamask supports all Ethereum-based tokens. They are therefore ERC-20, ERC-721, etc. type tokens.
of the Ethereum blockchain, but also of all Ethereum compatible blockchains such as the BSC (Binance
Smart Chain capable of doing smart contracts just like Ethereum).

Where to download Metamask for Chrome, Firefox, Edge and Brave (PC
/ Mac / Linux)
So be careful when downloading Metamask. There are a lot of fake sites that offer you a download so
beware. Only one address to know to download Metamask safely: website official Metamask.io.

How does and how to use Metamask ? The tutorial !
Step 1. How to install MetaMask on your browser.
To create a new wallet, you must first install the extension. You can find it on the extension stores of
your Chrome, Firefox, Brave or Edge browsers, but the easiest way is still to go directly to the
Metamask.io site and click on “Download Now”.

Then click on the “Install Metamask” button.

This will redirect you to the correct extensions store. Then add the extension to your browser by clicking
the “Add to Chrome” button.

Step 2. Create an account on the addon.
Normally, upon installation, Metamask should show you a page to begin configuring the extension, but
if not, you can click on the small extension icon in the upper right corner to open MetaMask.
Then click on the “Start” button.

Metamask will then ask you if you are new. If you already had a Metamask account, click on the “Import
Wallet” button.
You should have a seed obtained from your previous installation, which is a mnemonic phrase to be reentered into Metamask to unlock access to the wallet.
Now, if this is your first time creating a Metamask account, click “Yes, let’s go to setup” to create a new
wallet.

The tool will then ask you if you agree to the collection of anonymous data in order to improve the
service. It doesn’t matter what you choose. For my part, I will click on “No thanks”.

At this point, Metamask asks you to create a password. This is a password that is only used locally to
protect access to your wallet in case someone accesses your computer. Please note, this is not your seed.
A seed or “backup phrase” is a sequence of keywords that will allow you to restore access to your wallet.
It is therefore something of the utmost importance to safeguard and not to communicate to ANYBODY!
NEVER!

Your seed phrase will then be communicated to you. Click on the gray area with the small padlock to
view and save it. The best is to keep this list of words in a password manager. Do not keep it in the clear
on your computer. You can also write it down on a piece of paper and store it in a safe place. Some users
even have fun dividing it into several sentences spread over several sheets of paper hidden in different
places.
You can also simply memorize it, but here, watch out for memory lapses.

Metamask will then ask you to confirm your save phrase. You just have to click on the words in the
correct order to go to the next step. This procedure makes sure that you have kept a backup of this
sentence.There you go, congratulations, your wallet is functional. You then have a wallet address starting
with 0x …

How to transfer cryptos to Metamask?
Now by clicking on the Metamask icon in the upper right corner, you will see your wallet appear. You
currently have 0 ETH so you will need to fund your account with Ether. Metamask offers ways to buy
Ether by clicking the “Buy” button.
Alternatively, you can buy ETH on the Bitpanda, Binance or LiteBit site and then send it to your
Metamask wallet address.
You will find this reception address by clicking here.

The MetaMask browser extension will always be available in your browser toolbar, and you can connect
it to the various sites where you want to sell or buy your NFTs.
With Metamask, you can therefore buy Ethereum, send it, receive it and also swap it, that is, exchange
one cryptocurrency for another cryptocurrency. You can also digitally sign permissions if certain
websites require it.
Now if you format your computer and want to restore your Metamask wallet, all you have to do is repeat
this process by entering the recovery phrase that you treasured up and you will regain access to your
wallet and funds.

How to connect with Metamask to Binance DEX ?
Unfortunately, Binance DEX, the decentralized version of Binance does not support Metamask. It is a
desire of Binance to push only its Wallet available on Chrome to blockchain users. So if you want to
connect your Wallet with Binance Dex, you have to install Binance Chain Wallet or another mobile
wallet like Trust Wallet or SafePal.

How do I log into PancakeSwap with Metamask?
But why go to Binance to do DeFi (Decentralized Finance) when you can go to PancakeSwap?
Click here to go to PancakeSwap then click on the “Connect Wallet” button located at the top right of
the site.

At the time of connection, it will ask you to choose a wallet. So here it will be Metamask.
And also to add the Binance Smart Chain Mainnet. Nothing fancy, you approved and that’s it.

There you have it, you are connected to PancakeSwap.
You will have noticed, no need to create an account with a login / password, nor to enter any personal
information. This is the whole point of DeFi. You are anonymous and responsible for your funds. Your
encryption keys rule the day.
Hence the importance of keeping your seed safe. (little OKLM reminder)
Once you have made your first transactions, you will be able to see them in the “Activity” tab within
Metamask. Please note, these are only transactions made from your computer and not ALL transactions
linked to your 0x address.

How to add the Binance Smart Chain in Metamask?
Here are 2 possible methods: The first is to go to PancakeSwap and connect your wallet as I showed you
above. It will be done by itself and you will then be able to consult the balance and make transactions
on the BSC.
The second possibility is to add it manually. To do this, go to the options of Metamask -> Network and
click on “Add a network“.

Then enter the following information:






Network name: Binance Smart Chain Mainnet
Network URL : https://bsc-dataseed1.ninicoin.io
Channel ID : 56
Symbol : bnb
Block Explorer URL: https://bscscan.com

How to add an unlisted token on Metamask?
By default, Metamask recognizes a lot of Tokens. But if you want to add one that isn’t listed yet, don’t
panic it’s possible. Here’s how.
Open Metamask and click on “Import Token”.

You will need the contract address of the token to add. You will find it on sites like Bscscan, but be
careful which one you select as there are also fakes/copies/scams. So always be sure that the contract is
the correct one and corresponds to what is communicated by the official promoters of the project.

Tell you the token symbol, then the number of decimal places you need and voila! So you will have
your tokens added in Metamask.

Note that your wallet can receive ERC-20 (fungible) and ERC-721 (non-fungible) tokens or compatible
tokens such as BEP-20 (fungible), BEP-721 (non-fungible) and BEP-1155 which mix the two. And no
need to add the token as I just showed you to receive it via your transactions.
Your wallet can receive EVERYTHING, but to see the amounts of what you have received, it will be
added automatically in Metamask if the value is listed. Otherwise, it will have to be added manually like
what I just showed you.
And if you really don’t want to complicate your life, there is a site called Chain list that lets you add the
network of your choice with a single click.

How to secure your Metamask, my opinion?
In my opinion, the security of Metamask involves two aspects.
The first is of course the safety of your seed (saving phrase). This seed must be stored in a safe place,
and only accessible in the clear to you. It could be your favorite password manager or a safe in the bank
(I’m sorry!).
Since Metamask is what is called a “hot wallet”, that is, a software wallet, the biggest risk is that your
computer is broken/hacked / caught on fire. For the computer that crashes or catches fire, if you have
your seed, nothing dramatic. Just restore your account.
But if you are careless about securing your PC / Mac, malware or a malicious person could gain access
to your wallet and embezzle your funds. So you need to take care of your digital hygiene. That is, do not
install just anything and have an antivirus. I strongly urge you to read this guide that I wrote on the
subject of personal security.
Also, be careful not to connect your Metamask to just any site. Because these sites could get malicious
smart contracts approved and you would have your cryptocurrency stolen.

How to restore / recover a Metamask account?
To retrieve a Metamask account, all you have to do is install Metamask and at this stage of configuring
the plugin, click on “No, I already have a mnemonic phrase”. And enter your seed.
There you go, you will have access to your cryptocurrencies again.

How to swap with Metamask?
Funny thing, Metamask has its own Swapping system on board. So what is swapping?

Behind this barbaric term, nothing very complicated. It is simply a matter of exchanging tokens for other
tokens. No need to go through a centralized exchange to make your transactions and you keep control
of your data.

Metamask’s swapping allows you to get the best prices because it consults in real-time different
aggregators and marketplaces. Obviously, Metamask takes a service charge which is 0.875%. Fees are
then reinvested in the development of the plugin. Https://www.youtube.com/embed/-z-SJV4ugHU?
Feature = oembed

How to connect my Ledger to Metamask?
As a reminder, a Ledger vs Trezor is a hardware wallet used to keep your crypto private key and thus
access your funds.
It’s super simple! Just go to the Metamask options and click on “Connect a hardware wallet“

Then, you will have the choice to connect a Ledger or Trezor (cold wallet).

There you go, you can take advantage of DeFi and decentralized exchanges and other decentralized web
DApps with your hardware key. In my opinion, this is the best of both worlds since on the one hand you
will have access to all services compatible with Metamask without endangering your crypto funds in a
hot wallet.

Yes, Metmask is also available on our smartphones for iOS and Android.
Yes, Metmask is also available on our smartphones for iOS and Android.

